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ACYTIT mn SCADA

BepxHun ypOBEHb
(HMI, ctaHuMmH
oneparopaq)

SCADA-cucrtema

CeTeBou YPOBEHb
(ceTeBble SAEMEHTHI)

ACY TN —

HU>XHUKU YPOBEHb
(PLC - KOHTPOAAEPSI)

[NoA€BOM YPOBEHb
(AQTYMKM 1 MEXAHM3MBI)




AKTYOAbHbIE MPOOOAEMBI

= OTCYTCTBME BO3MOXHOCTHN ONEPATUBHOMU OLLEHKM
KOMMPOMETALMM CUCTEMBI.

* Co3aQHME AONOAHUTEABHOU BbIYMUCAUTEABHOU
HArpy3sKkn HO TEXHOAOTMYECKME KOMIMOHEHTH
MHAOPACTPYKTYPbI CUCTEM YMPOOABAEHMS.

*HEeBO3IMOXXHOCTb FAPAHTUPOBATD
paboTtocnocobHocTb CY B X0Ae paboThl C3M.



[Toe AAAraemMbivt METOA

CpaBHeHue
[locTpoeHne COCTOSHMS
STAAOHHOM U

BbisBA€HUE
_ ¥ OTKAOHEHMH B
paboTte

MOAEAU noBeAeHUs
SCADA- MOAEAU U

CUNCTEMBbI TEKYLLLEMN
CUCTEMDbI




APXMTEKTYPHOE pPeLLeHnE
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Cucrtema

BepxHun ypoBeHb HiT:

CeteBoM YpOBEHb Router

___+____

HUXHUM YDOBEHb
P ) PLC

KOMNOHEeHT aHAAM3A ceTeBoro
B3AMMOAENUCTBUS




PeXXmmM DEAAbHbIX AQHHbBIX
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PeXxXmm MMUTALMM AQHHbIX
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OTaAOHHA9 moaenb SCADA

= O0OLLLOS DYHKLMNA BE30OMNACHOCTU CUCTEMDI:

“F(t) = max((pi(t)) , e
“ @, - YOCTHbIE QOYHKLIMKM OE30MNACHOCTM:

"¢, — pabotocnoco6HocTb KaHasioB HMI — PLC;
"¢, — COCTOSIHHE CETH;
"¢, — COCTOsSIHME HACTPOEK 060PY/I0BAHUS;

“t — HAOYAAO BpeMeHN CPABHEHNA MOAEAUN U
CHNCTEMDbI

“Dom F(t) = [0,1], Dom ¢, = [0,1].




SOTAAOHHOSI MOAEAb. HEYETKOCTb

=X — YPOBEHb KOMMPOMETALMM CUCTEMBI — DOmM F(t)
= = [O,]]
=T ={"Hu3kaa", “cpeaHss”, "

BbiCOKA4"'}

“wy (X (X) gh(x) — doYHKLMM MPUMHOAAEXKHOCTH
AN XEX

m(x) [

| HA3SKasA cpeaHAsA BEBICOKasA

[ XX

OIIaCHOCTDb




Cneumdomnkaumgs MOAEAM OKTOPOB

= OPUTMHAABHOS MA He TOPAHTUPYET CPOK
AOCTABKU COODLLLEHUMN.,

=B paboTy OKTOpPa BBEAEHO MOHATME MHOXECTBA
NPOBEPOK (ACCEPTOB), KOTOPbIE HEOOXOAMMbI AAS
NPOBEPKN BDEMEHHbBIX (AATOPUTMMYECKMX)
OrPAHMYEHMMN.




OBHApPYXMBOEMbIE
HECAOHKUMOHUPOBAHHbIE AEMCTBMS

=OnepaTmMBHOE OOHAPYXXEHUE!

= KomnpomeTtaumn Hdopactpykrypbl SCADA
BPEAOHOCHbIM MO,

= AeNCTBMM XaKepa.
= CKPbITbIX KOAHCOAOB.

*HopyLUEeHU NPOLLEAYPbI YNOOBAEHMS
KOHOUTYPALLUSMMU.

" YNPOLLLOET NPOLLEAYPY PACCAECAOBAHUS
UHLUAEHTOB.




ANpodbauma MeTOAQ.

= CO3AQ0H BMPTYOAbHbIM €cTeHA SCADA aAd ACY 3 HO
ocHose Windows Embedded Compact 7(PLC)
(koHTPOAAEPBI Beckhoff CP62**)1 Windows XP
Embedded.

* PEAAM30OBAHO MOAEAb TEXHOAOIMYECKOro
npouecca ads3paumnm XKMAKOCTHM B UMCTEPHE.

= BbISBA@HQ MOMbITKA HECAHKLMOHUPOBAHHOTO
BHEAPEHUS 3A0YMbILLUAEHHMKA B PABOTY CTEHAQ.



Win EC PLC.

Action  Edit <0 Floppy  Help

Fle Edit Help ><|
ater removed. Current lewel: &2.8141041047338

ater rguwowved. Current lewel: LS. 2328133323548

ater aij‘:'}ga

d. Current lewy B
ater remowed. Current 14Eggdt=laieal:lgilz m .

ater added. Current lewvd I - -
ater removed. Current ld Genera |Memn:urleew:e NameICDpwlghtSI

ater added. Current lewd -System: r COMpLIter:

ater remowed. Current 14 . . .
ster removed. Carrent 1d MicrosoftE WindowsE Embedded Processar Type: [Intel Corp., Pentium I
ater added. Current lewy CDI‘I‘IFIEIEt . E}{pansiun Clots: EI
ater removed. Current 14 |Yersion 7.00 (Build 28241

acer added. Current levs | @ 500 Microsoft Corp, Al rights Mernary: 238352 KB RAM

Peceiwved 4bytes of inforg
ater remowed. Current 14
Pemowving stop regquest. 2
SERVEER READTING DATA.
ater added. Current lewel: 4 _ 03538V L0520
Pemowving stopped.

ater added. Current lewel: Z7_17366Z4FLE6Z04

ater added. Current lewel: Z9_LZELEIEEE27317

ater added. Current lewel: 2IE_907&EZZET7E1022

ater added. Current lewel: 2I7_0874883L557471

ater added. Current lewel: 40_ 007024525333

ater added. Current lewel: 43 4225424375132
Beceived d4bytes of information
SERVEER BEADING DATA.

ater added. Current lewel: 45 232128543201054
[gater added. Current lewel: 45.8354842E7L55237
hreleaselrelease’\news
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@) 714 &M

reserved, This cormputer program is
protected by 1.5, and international
copyright laws,
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=
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Win XP Embedded HMI.

e file:/f /C:/Documents and Settings /A aAMWHUCTpaTop,/ Mo - |EI |£

Current codebase: file:-//-/C: Documents and Settings ApMUHMcTpatop-Mou ﬂDHHMEHTHfIl
Dizual Studio 2008./ProjectzsFPlcHcesHmiConsoleServerbinsDebugsPlcHmiCommon .DLL
Current directory: C:sDocuments and SettingssApmMMuMcTparop“Mou pokymenTw~Uizunal .
Studio 2008“Projectsz“~PlcHcesHmiConsoleServersbin~Debug

Current filepath: C:sDocuments and SettingssApmvHucTparopsMow poxKymeHTw~Uisual 5
tudio Z2008%Projects“PlciWce~HmiConsoleServershinsDebugsNetSettings .txt

PLC-HMI Protocol created.

TcpHmiServer created

TcpHmi server listening started.

Tcp server ip: 10.0.2.15% started to listen for clients connection on port: 1911.

Client connection? Ip: 10.0.2_.16 port: 1911

Client with Ip: 10.0.2.16 on port: 1911 accepted
Current data checking started.

PLC data:

Current volume in litres: M

PLC data:
Current volume in litres: 27.7547405315681




(0}
o o
oo
0o

10.0.2.16:981
10.0.2.15:1@51
felD:D000: DDOD0: D000 :4504:c651:50.131 .51 .151:546
o1 10.0.2.15%:138
oo 02 : 0000 : DOOO: D000 : 0000 :0000:0.1 .0.2:547
o o 10.0.2.255:138
matrix:
ODoDo =>10.0.2.16:981
o =>» 10.0.2.15:1051
=» felBD:DO00:0000:0000:4504:c651:50.131.51.151 546
=>» 10.0.2.15:138
=>» 10.0.2.15:1053
=» 02 :0000:0000:0000:0000:0000:0_1.0.2:547
=>» 10.0.2.255:138

Difference matrix:

0]
0]
0]
0]
0]
0]

0o m
o o
oo
0o
oo
(0}
o o

0Doo =>1i0.0.2_16:=981

00O =>10.@.2.15:1051

000 =>feB:0000:0000:0000:4504:c651:50.131.5%1_.151:546
0060 =>i10.0.2.15:138

0oo0 =>ffO2:0000:0000:0000:0000:0000:0.1.0.2:547
0Doo =>i1i0.@.2_.255:138

0Doo =>10.@.2.15:1053

BbIBOA
MOAYAS
CETEBOIO
AHOAM3O
System
Analyzer.



Pe3yAbTAThI.

= CneundbULLMPOBAHA CTPYKTYPO MOAEAU AKTOPOB AAS PADOTHI B
SCADA-cucremax (Angd obecnedyeHms onepaTmMBHOM OLLEHKMU
COCTOSAHMUS).

= HO ocHoBe cneumdPOUUMPOBAHHOM MOAEAU OKTOPOB
paspaboTaHa moaeAb SCADA-CUCTEMbI U €€ B3AMMOAENCTBMS C
CUCTEMOM ODHAPYXXeHUS BTOpXXeHUK (COB).

= PaspaboTaH metoA IM 3TOAOHHOTO COCTOAHUS U MOBEAEHMS
SCADA-cuctem angd COB 1 ero marematmyeckas OCHOBAQ.

* PEAAU3OBAHA MOAEAb CETEBOTIo B3ammoaemctema PLC m HMI no
NPoTOKOAY TCP/IP.

= PEAAM30BAH MOAYAb COOPO CETEBOM CTATUCTMKM.
* PEaAU3OBAH MOAYAb OHOAM3A COCTOSIHMSA CETH.
= PEaAU3OBAH MOAYAb OHOAM3A HACTPOEK OOOPYAOBAHMS.



[Ty©OAMKaAUMMN.

= bapyaH K. A. Pa3pabotka meToAd UMUTALMOHHOTO
KOMIMbIOTEPHOIO MOAEAMPOBAHMA STAAOHHOTO COCTOAHMUS
1 noseaeHmns SCADA-CUMCTEM HO OCHOBE MOAEAM AKTOPOB
/] 52-9 MeXAYHAPOAHAS HOYYHAS CTYAEHYECKOS
KOHpepeHUMd «CTYAEHT M HAYYHO-TEXHUYECKMM
nporpeccy. — Hopocnbupck : HI'Y, 2014.

= bapyaH K. A. Pa3paboTka MeToAd MMUTALMOHHOTO
KOMMbIOTEPHOTO MOAEAUNPOBAHMA STAAOHHOIO COCTOAHMA
1 noeeaeHms SCADA-CUMCTEM HO OCHOBE MOAEAM AKTOPOB
// BectH. HoBocmhb. roc. yH-ta. Cepmaq.
MHAOOPMALMOHHbIE TEXHOAOTUMM. 2014, BBHIN. 1. C. 11-18.




Cnacmdbo 3a BHUMAHME!




